


acronym for Payment Card Industry Data Security Stan-
dards. The standards are set by the major card brands and
implemented by processing banks and merchant providers.
All merchants need to be PCI compliant. Simply put, the
standards require merchants to securely process, store and
transmit cardholder data.

In terms of data storage you cannot store any magnetic-
stripe data after receiving authorization. The account num-
ber, expiration date, and name are the only items of data that
may be retained. This information must also only be stored
in a secure environment. You are also prohibited from stor-
ing CVV2 data, the additional security numbers on the back
of a credit card. Never document this information on any
kind of paper order form or store it electronically. To learn
more about PCI SSC compliance you can also visit the PCI
SSC website at: www.pcisecuritystandards.org .

Some Common Mistakes:

Factoring,. It is against Visa and MasterCard regulations to
process a credit card charge for a business or service that
is not yours. Do not ‘run a charge’ in order to payout cash.
This is considered factoring or a third-party transaction.
Your merchant account can only be used to accept payment
for the products and services provided by your business.
This practice puts your business as risk. You cannot defend
adispute from a cardholder. By running the transaction you

are assuming liability on behalf of another entity.

Cash Refunds. If you need to issue a refund for a transac-
tion that was originally done on a credit card, it is impor-
tant to credit the dollar amount back to the same card. If not
credited properly the charge is still open for dispute with the
cardholder’s bank. This is a common method of cardholder
fraud. The cardholder can still dispute the charge thus receiv-
ing payment back on their card as well as your cash refund.

Surcharges. Many schools commonly ask, “Can we pass the
processing fees onto our students?” Technically you cannot
charge a cardholder (your students or patrons) a surcharge
when they pay by credit or debit card. It is against Visa and
MasterCard regulations to “penalize a cardholder” for us-
ing their card. In some cases you can charge a convenience
fee. A convenience fee is only allowed if the payment is a
true “convenience.” For example, if you accept credit card
payments in your office as well as online, then you could
charge a “convenience fee” for transactions on your web-
site. In other words, it was convenient for the student to
pay online instead of coming into the office. In addition,
convenience fees must be a fixed amount, and cannot be a

percentage of the credit card charge. -M&
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The NEW
OnlineSmart.Net

@ Access your student information
faster than ever before

@ Browse student information
anywhere

@ Call 800.245.5230 for a Free
demonstration

Smart Systems, Inc. is proud to
announce the latest generation of school
management software, OnlineSmart.Net
Web Edition. This new, ultra-fast version
of the OnlineSmart.Net is available as

a FREE upgrade to our existing online

customers. Call today to find out how
OnlineSmart.Net Web Edition can
help you manage your school’s student
records, financial aid and more!




